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1
Decision/action requested

An LS from SA2 in S2-174887 = S3-171731 “asks SA3 to study the attached solutions [on untrusted non-3GPP access in S2-174885 and S2-174886] from a security point of view and let SA2 know if there are security concerns associated with each solution”.
The present contribution makes observations on the solution in S2-174885. Companion contributions make observations on the solution in S2-174886 and propose a draft reply LS. 
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Discussion
The most salient feature of the solution in S2-174885 is the introduction of a new EAP method, called EAP-5G. This EAP method is supposed to be “vendor-specific” and is to be defined by 3GPP. The payload of EAP-5G is able to carry any NAS messages between the UE and the N3IWF. 
The concept of EAP-5G

S2-174885 contains the sentence “The "EAP-5G" method is used between the UE and the N3IWF and is utilized only for encapsulating NAS messages (not for authentication).”

This sentence may be fine for understanding the information flows discussed in SA2, but it seems to insufficiently describe the role of EAP-5G from a security point of view. In our view, the concept of EAP-5G would be better described as follows. If this solution is accepted, this security description could become part of SA3 specs, not necessarily SA2 specs.  

EAP-5G is an EAP (Extensible Authentication Protocol) method that relies on 5G security, as defined in TS 33.501, for EAP authentication and EAP master session key (MSK) establishment. EAP-5G requests and EAP-5G responses are able to carry NAS messages, in particular those defined for the registration procedure in TS 23.501, in their payload between UE and EAP server. The EAP server responsible for handling EAP-5G is co-located with the N3IWF for untrusted non-3GPP access; but it is useful to conceptually distinguish the EAP server function on the N3IWF from the IKEv2 responder function on the N3IWF. The IKEv2 responder function is combined with the EAP authenticator function, as defined in RFC 7296. The EAP server function on the N3IWF is not to be confused with an EAP server on the AUSF in the home network. The EAP server responsible for handling EAP-5G relies on services provided by the AMF. (The AMF, in turn, may use the services to complete EAP-5G authentication; this is, however, not visible to the EAP server on the N3IWF.) 
It should be noted that different runs of the 5G registration procedure encapsulated in EAP-5G may result in different numbers of messages, depending on various security decision points during the overall 5G registration procedure, namely

1. whether a 5G security context is available in the AMF and the message authentication code on the NAS registration request can be verified by the AMF;

2. whether the authentication policy in the AMF/SEAF requires a full 3GPP authentication with the home network even when a 5G security context is available in the AMF; 

3. which 3GPP authentication method is selected by the AUSF when a full authentication with the home network is required.
It should be further noted that, from the point of view of the EAP-5G method, even decision point 1 above is considered an authentication, but the verification of a message authentication code by the AMF is usually not considered an authentication in 3GPP discussions. 

Furthermore, the 3GPP authentication method selected by the AUSF is invisible to the EAP server for EAP-5G in the N3IWF and the corresponding EAP peer handling EAP-5G on the UE. 
Independence of EAP layers

When, at decision point 3 above, the AUSF selects an EAP method as the 3GPP authentication method, e.g EAP-AKA’, then the EAP messages from this 3GPP authentication are invisible to the EAP server for EAP-5G and the EAP peer for EAP-5G as these EAP messages are encapsulated in NAS messages. 
With the previous paragraph in mind, we would like to point to what we believe is an inaccuracy in the message flow in the pCR in S2-174885: in steps 7, 8, and 9, the EAP Success message of the 3GPP authentication, i.e. EAP-AKA’, between the AUSF and the UE seems to be mixed with the EAP Success message of EAP-5G between the EAP server for EAP-5G from the N3IWF. They should be clearly separated. This results in the following amended message flow shown below:

· The EAP Success message of the 3GPP authentication should be conveyed by a NAS message, which is considered, from an EAP-5G point of view, like any other NAS message to be carried to the UE over EAP-5G. This is shown as message 9a. [for piggy-backing NAS SMC see next section]
· The NAS layer on the UE would recognize, upon receiving message 9a, that the 3GPP authentication has successfully completed and would send a EAP-5g-Res/5G-Stop message inside another IKE_Auth Req (shown as message 9b). [for piggy-backing NAS SMC see next section, for Stop message see below]
· The EAP server for EAP-5G on the N3IWF would react to the reception of the EAP-5g-Res/5G-Stop message by sending the EAP Success (the one for EAP-5G) inside another IKE_Auth Res (shown as message 9c). 
· The EAP server for EAP-5G on the N3IWF at the same time also provides the key K_N3IWF (received from the AMF in message 8) to the IKEv2 responder on the N3IWF. This key K_N3IWF is used as the key MSK resulting from the successful EAP‑5G run. Similarly, upon receiving message 9c, the NAS layer on the UE provides the key K_N3IWF (that it computed as a result of the 3GPP authentication) to the IKEv2 initiator on the UE as the key MSK.
· Now, both IKEv2 initiator and IKEv2 responder share the MSK and use it, according to RFC 7296, to compute the AUTH parameter and complete the IKE_AUTH exchange (shown as message exchange 10). 

It is believed useful to introduce also an EAP-5g-Res/5G-Stop message, in addition to the EAP-5g-Req/5G-Start message so that the EAP server for EAP-5G on the N3IWF can know when to send the EAP Success for EAP-5G. Otherwise, handling of error cases may lead to akward results: what if the UE cannot verify the NAS SM Command? The UE would reply with an error message, and then, according to the existing flow, the N3IWF would send EAP Success for EAP-5G just the same.
The above considerations should also alleviate any concerns that some may have with the statement in RFC 3748, clause 2.1:

"Multiple authentication methods within an EAP conversation are not supported due to their vulnerability to man-in-the-middle attacks (see Section 7.4) and incompatibility with existing implementations."

EAP-5G should rather be considered as a tunneled EAP method. Then the solution from S2-174885 becomes compliant with RFC 3748:

"As described in Section 2.1, only a single EAP authentication method is allowed within an EAP conversation. Where a single EAP authentication method is utilized, but other methods are run within it (a "tunneled" method), the prohibition against multiple authentication methods does not apply.  Such "tunneled" methods appear as a single authentication method to EAP. Backward compatibility can be provided, since a peer not supporting a "tunneled" method can reply to the initial EAP-Request with a Nak (legacy or expanded).  To address security vulnerabilities,"tunneled" methods MUST support protection against man-in-the-middle attacks."
And the protection against the mitm attacks is provided by the fact that the inner EAP method, namely the 3GPP security procedures as defined in 3GPP TS 33.501, provides a key, namely K_N3IWF, that is used to establish IKE SA and IPsec SA. 
When to stop using EAP-5G and start using IPsec for NAS transport?
In registration and in subsequent NAS procedures, NAS messages are always protected end-to-end between the UE and the AMF once NAS security has been established. Hence, there is no need for NAS messages protected at the NAS layer to be additionally protected by an IPsec security association between UE and N3IWF. 

The NAS SM Command and NAS SM Complete are integrity-protected, and NAS SM Complete is also confidentiality-protected when confidentiality is allowed to be applied. In the message flow below, the NAS SM Command is hence piggy-backed onto message 9a and the NAS SM Complete is piggy-backed onto message 9b, i.e. before the IPsec SA has been set up. This reduces the number of message exchanges.
This is in line with registration over 3GPP-defined access networks where the entire registration procedure, including NAS SMC, can be performed before AS security is established. The equivalent of AS security in untrusted non-3GPP access is IPsec between UE and N3IWF. 
The preceding paragraph also suggests that, from a security point of view, one could even send Registration Accept and Registration Ack still over EAP-5G, e.g by adding them as messages 9d and 9e to the figure below, before proceeding with the establishment of the IPsec SA in step 10. Furthermore, one could consider delaying the delivery of K_N3IWF from AMF to N3IWF until the completion of the registration procedure. 
SA3 should point out these possibilitiese in the reply LS to SA2, but leave the question about the best point for stopping to use NAS over EAP-5G and starting to use NAS over IPsec to SA2 and CT1 as there is no security risk either way.
The figure below is based on that in S2-174885, with only messages 9a and 9b added to obtain the separation of the two types of EAP-Success messages. Further modifications would be possible, but are not decided in SA3 in line with the preceding paragraph.  
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Sending of arbitrary IP packets 
The pCR part of S2-174885 is not clear about how NAS messages would be carried in the payload of EAP-5G. But the discussion part shows in a protocol stack that NAS is carried directly over EAP-5G, and not as NAS over IP over EAP-5G. This is not only more efficient, but would also somewhat enhance security because no attacker can send IP packets beyond the IKEv2 responder or the IPsec ESP termination point before an authenticated IPsec ESP security association has been set up. So, an attacker cannot test the N3IWF implementation for security holes by bombarding it with malformed IP packets. 

Of course, a flawless N3IWF implementation can cope with this, but the design of the solution with EAP-5G reduces the attack surface. The protocol stack for NAS EAP-5G should therefore also be shown in the normative part of SA2 specs. 
UE identity in IKE_AUTH Req
We observe that there is no need for sending the 5G-GUTI or the (encrypted) SUPI in the IDi field in message 3a, cf figure above. The only requirement is that the N3IWF can identify the correct AMF from IDi. The final form of IDi should be ffs. The 5G-GUTI or the (encrypted) SUPI need to be anyhow repeated in the NAS registration request; sending the encrypted SUPI twice would be a performance disadvantage as public-key encryption (which is applied to the SUPI) tends to result in long messages.
This observation is the same for the solution in S2-174886.
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